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Abstract. The unmanned aircraft systems, or drones can be vulnerable to hacking, which can com-

promise the integrity and confidentiality of the data they collect and transmit. Hackers can also take 

control of the drone's navigation and other functions, which can lead to accidents or unauthorised use of 

the drone. 

To protect against these types of attacks, it’s important for drone manufacturers and operators to 

implement strong cybersecurity measures, such as secure communication protocols, data encryption, 

and regular software updates. Additionally, regulatory bodies are working on guidelines and regulations 

for drone operators to ensure the safety and security of these systems. In an era where drones are integral 

to critical operations, the application of Bayesian networks plays a pivotal role in assessing the risk of 

cyber threats. Bayesian networks offer a systematic approach to modelling the complex interplay of 

variables that contribute to the security of drone systems. By employing Bayesian networks, we can 

quantitatively analyze the likelihood and impact of potential cyberattacks, enabling informed decisions 

for enhancing drone cybersecurity measures. 

This article explores the synergy between Bayesian network analysis and drone cybersecurity to 

ensure the resilience of these assets in the face of evolving threats. A simple Bayesian network, rep-

resenting the drone cyber security measures and vulnerabilities is developed and some characteristic 

scenarios are simulated with it. The results show the resultant security level of the system. Conclusions 

about the adequacy of the model and the need for further studies and development of the used Bayesian 

network are made. 
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1. INTRODUCTION 

In recent years, drones have rapidly prolife-

rated across industries, moving beyond military 

use to impact daily life in transportation, agri-

culture, and security. Their versatility in rea-

ching remote areas and capturing high-quality 

data makes them indispensable tools. Drones’ 

integration into smart cities is transforming ur-

ban living by enhancing efficiency, sustainabi-

lity, and safety through intelligent monitoring 

and swift disaster responses. This synergy pro-

mises a future where technology, particularly 

drones, contributes significantly to a safer, mo-

re efficient, and improved quality of urban life. 

These innovations can also contribute to 

economic growth and innovation by creating 

hubs for talent and entrepreneurship. Attracting 

talent and investment can lead to job creation 

and a boost to the local economy. 

Despite mentioned positive aspects, the 

concept of smart cities also faces challenges. 

The increased use of interconnected digital sys-

tems can make them more vulnerable to cy-

berattacks, including data breaches, ransom-

ware and breaches of critical infrastructure. 

Thus, while drones and smart cities provide in-

novative solutions to improve lives and manage 

cities, it is important to balance technological 

advancements with level of cyber resilience of 

the systems. 

2. DRONES AND CYBERSECURITY 

The unmanned aircraft systems, or drones 

can be vulnerable to hacking, which can com-

promise the integrity and confidentiality of the 

data they collect and transmit. Hackers can also 

take control of the drone’s navigation and other 

functions, which can lead to accidents or unau-

thorized use of the drone. 
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Hacking attacks targeting drones used for 

urban security could have serious consequen-

ces. For example, hackers could break into the 

drone’s video surveillance system and alter or 

block the live feed. This can result in security 

officers being unable to recognize and respond 

to incidents in real time, undermining the effec-

tiveness of city security. 

Оn the other hand а hacker attack on the 

drone’s navigation system can cause serious 

problems with their control. For example, ha-

ckers could change the coordinates on which 

the drones are moving, which could lead to 

uncontrolled landings or even blocking access 

to important areas. This can be used to create 

chaos or prevent drones from completing their 

tasks, such as delivering medical shipments for 

example. 

It is also possible for hackers who manage to 

break into the control system of drones to take 

control of them, stealing sensitive data or using 

them for malicious purposes. Unauthorized ac-

cess to drones can lead to a deterioration of ur-

ban safety and violation of personal rights. 

To protect against these and many more ty-

pes of attacks, it’s important for drone manufac-

turers and users to implement strong cybersecu-

rity measures, such as secure communication 

protocols, data encryption, and regular software 

updates, etc. Additionally, regulatory bodies 

have to work on guidelines and regulations for 

drone operators to ensure the safety and secure-

ty of these systems. 

Fortunately, the wireless control and naviga-

tion systems of unmanned aerial vehicles re-

semble the way our well-known wireless infor-

mation infrastructure communicates, and in cer-

tain cases is the same. This provides an oppor-

tunity to leverage the expertise of the cyber se-

curety domain and consider how the various 

related factors can be combined to establish 

high levels of cyber resilience. Тhe challenge 

facing the integration process is related to the 

rapidly changing environment and the dyna-

mics of the mentioned factors from the point of 

view of their prioritisation in the process of risk 

assessment and forming the right cyber strate-

gy. Automating this process can contribute both 

at the initial stages of integration and at the sta-

ge of maintaining the system in a cyber-resis-

tant form. 

This article explores the synergy between 

Bayesian network analysis and drone cyberse-

curity to ensure the resilience of these assets in 

the face of evolving threats. A simple Bayesian 

network, representing the drone cyber security 

measures and vulnerabilities is developed and 

some characteristic scenarios are simulated 

with it. The results show the resultant security 

level of the system. А similar approach has 

been used in other scientific works [1-3]. 

3. DESCRIPTION OF DRONE CYBER 

SECURITY BAYSIAN (PROBABILISTIC) 

NETWORKS 

Probabilistic networks enable quantitative 

risk assessment, examining the likelihood of 

successful cyberattacks and their impact on 

drone systems. This approach identifies system 

weaknesses, empowering operators to enhance 

cybersecurity measures. Factors influencing cy-

ber resilience vary in intensity and importance 

based on context. Bayesian networks adapt to 

this contextual variation, offering a nuanced 

and context-aware cybersecurity assessment for 

drone systems. 

In order to illustrate what is claimed in this 

article, a very simplified model can be drawn 

up, which includes five factors, which in differ-

rent degrees of representation in different sce-

narios result in different values indicating the 

level of cyber resistance of a drone system. The 

five factors are as follows: connection encrypt-

tion, pentesting, training, access authorization 

and system updates. 

The encryption safeguards a drone’s com-

munication network from cyber threats, and 

stronger encryption enhances overall cyberse-

curity in the Bayesian network by structuring 

certainty estimates. Pentesting, a systematic 

process, is crucial for detecting vulnerabilities 

and reducing the risk of cyberattacks, enriching 

the Bayesian network for a realistic assessment. 

Staff training prevents human error and social 

engineering, emphasizing contextual modelling 

in Bayesian networks. Access authorization, 
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central to cybersecurity, prevents unauthorized 

access and system abuse, adding precision to 

risk assessments in the Bayesian network. 

System updates ensure resilience to new 

attacks, complementing the Bayesian network 

by constantly updating security estimates. 

 

 

Fig. 1 Simplified Bayesian network for Drone Cyber Security Level. 

Combining these factors in a Bayesian net-

work creates a testing model that not only pro-

vides a qualitative assessment of current level 

cyber resilience, but also allows operators to 

adapt to dynamically changing conditions and 

innovations in cybersecurity. The integrated 

approach is essential in the fight against ever-

evolving cyber threats, driving advances in 

drone cybersecurity. 

Systematic analysis of the selected five 

cybersecurity factors in drone systems allows 

their categorization into three essential sub-

groups representing software, communication, 

and human-level vulnerabilities. Grouping in 

this way can facilitate the work of different 

teams and conduct an easier audit process. Тhe 

design of the model allows the presence of one 

factor in more than one subgroup - for instance 

pentesting, which is applicable in all subgroups 

simultaneously, since its regular conduct affects 

each one. 

The subgroup Software Vulnerability is re-

lated with two of chosen factors as follows: 

1) Pentesting: Systematic and regular 

pentesting testing contributes to the detection 

and removal of software vulnerabilities, protec-

ting the system from possible attacks and unfo-

reseen security problems. 

2) System Updates: Regular updates and 

patching the software components ensure that 

the system is resistant to new types of attacks 

and provides additional protection against po-

tential software vulnerabilities. 

The subgroup Vulnerability of Communi-

cation is related with three of chosen factors as 

follows: 

1) Pentesting: The pentesting process app-

lies not only to the software, but also to the 

communication network, providing additional 

guarantees for the security of the data trans-

mitted over the drone connection. 

2) Access Authorization: Effective mana-

gement of access to communication channels 

prevents unauthorised connections and reduces 

the risk of misuse of information. 

3) Connection Encryption: Strong encrypt-

tion of communication links further strengthens 

protection against potential attacks, preventing 

unauthorised access to transmitted data. 
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The subgroup Vulnerability of Human Le-

vel is related with two of chosen factors as 

follows: 

1) Pentesting: The pentesting process also 

plays an important role in detecting human-

related vulnerabilities and provides opportuni-

ties for social engineering remediation and 

personnel training. 

2/ Training: The level of staff training 

further defines human vulnerabilities by increa-

sing team members’ awareness and responsive-

ness to cybersecurity challenges. 

 
Fig. 2 Use case for High Security Level for drone system. 

This categorization strategy helps in under-

standing and managing specific vulnerabilities 

in various aspects of drone systems, ensuring a 

more holistic defence against potential cyber 

threats. In addition the probabilistic model is 

also open to be combined with established cy-

bersecurity industry standards and frameworks. 

If we want to improve the complexity of the 

tool in the direction of analysis, we can choose, 

for example, to combine it with the MITER 

ATT&CK Framework. It provides an extensive 

catalogue of tactics, techniques, and procedures 

that cybercriminals use in various stages of an 

attack. Without claiming to be exhaustive and 

for the purposes of this article we will give an 

example of how the framework can be applied 

to the model in several directions. 

The integration of MITER ATT&CK Tac-

tics and Techniques might be used for identify-

cation of possible attacks against drone sys-

tems. Probabilistic networks can analyze values 

of factors related to cyber security and determi-

ne the probability of a successful attack based 

on MITER ATT&CK Tactics and Techniques. 

For example, if an attacker uses social enginee-

ring, the model can estimate the probability of 

the tactic’s success. 

The integration could be applicable in cyber 

resilience assessment process with verification 

of defence measures. The model can analyze 

the effectiveness of defence measures against 

specific MITER ATT&CK Techniques. For 

example, if the system uses an embedded 

software detection mechanism, the probabilistic 

network can determine the probability of a fai-

led deployment attempt. 

When we are talking about cyber security 

improvement probabilistic networks can make 

recommendations for improving cybersecurity 

by assessing the likelihood of successful imple-

mentation of the recommended measures. For 

example, if two-factor authentication is recom-

mended, the model can calculate how this will 

reduce the probability of a successful attack. 

Probability networks also can be dynamical-

ly updated as new Tactics and Techniques are 

added to the MITER ATT&CK Framework. 

This dynamic approach allows the model to 

stay current and assess innovations in cyber-
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threats. The combination of these two tools pro-

vides a comprehensive and flexible method for 

analyzing and improving the cyber security of 

drone systems, while enabling clear tracking of 

cyber threats and attacks in accordance with 

MITER ATT&CK Framework standards. In 

addition, we believe there is scope for further 

research on how AI algorithms could facilitate 

a more automated and time-saving assessment 

process and improvements leading to higher 

levels of cyber resilience of the systems. 

4. SIMULATION RESULTS AND ANA-

LYSIS 

 

Fig. 3 Probalistic table for Communication vulnera-

bility subgroup. 

As can be seen from Fig. 2, despite having 

all the security factors in place, the fact that a 

drone system cannot be guaranteed to be 100 % 

secure highlights the complexity of cyber 

security and the constant evolution of cyber 

threats. This fact can be attributed to several 

key aspects.  

First, cybercriminals are constantly develop-

ping new techniques and strategies. Second, the 

human factor plays an essential role. Third, the 

dynamic nature of cyber threats and technolo-

gical challenges requires systems to be cons-

tantly updated and improved. 

Overall, even with integrated security mea-

sures, factors such as innovations in cyber-

crime, human error, and the dynamic cyber 

environment necessitate constant efforts to 

improve and optimize the cybersecurity of dro-

ne systems. 

In Fig. 3, on the fourth row can be seen the 

logic behind the probabilistic assumptions for 

the communication vulnerability subgroup 

when combining three factors - pentesting, 

access authorization and encryption - highlight 

the complex and interactive nature of cyber 

security. Despite regular pentests, strict access 

authorization and the use of strong encryption, 

absolute security is not guaranteed. Pentesting 

identifies existing vulnerabilities, but cannot 

predict all attacks. Even with access authori-

zation and strong encryption, social engineering 

or misuse of credentials remain potential risks. 

Despite encryption, man-in-the-middle attacks 

can still take place. Therefore, 100 % security 

requires a holistic approach, including technical 

and educational measures, analysis of new 

threats and continuous improvement of the 

system. This balance between factors and stra-

tegies is key to a high level of cyber security. 

In conclusion, it is clear that the security of 

drone systems requires a complex and compre-

hensive approach. Despite integrated security 

measures, factors such as cyber threats, human 

error and a dynamic cyber environment under-

score the need for ongoing simulations. Exami-

ning individual factors and their combination in 

different contexts is a key element in improving 

cyber security. Also simulations provide an op-

portunity to test systems in a controlled envi-

ronment, exposing them to various cyber scena-

rios. This process not only helps in identifying 

vulnerabilities, but also in understanding how 

various factors interact and affect overall 

cybersecurity. 

5. CONCLUSION 

The use of probabilistic networks might 

provide significant benefits in establishing the 

cyber resilience of drone systems. This analyti-

cal tool provides a systematic and comprehend-

sive model that not only identifies potential vul-
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nerabilities but also predicts the consequences 

of various cyberattacks. This predictive analy-

tics is essential to effectively improve the secu-

rity of drone systems, providing operators with 

the means to overcome emerging cyber threats. 

The probabilistic network-based model of-

fers a structured approach for creating a system 

security architecture and operates bidirectio-

nally. It serves not only in establishing cyber 

resilience but also as a dynamic system auditing 

tool, enhancing security and responsiveness to 

evolving threats. Future research can explore 

applicable frameworks and standards in the 

cybersecurity domain. Analyzing factors in-

fluencing security is vital, and probabilistic 

networks facilitate this by incorporating various 

scenarios, offering context, and weighting their 

role in the system. The system’s openness to 

change and dynamic adjustments to factors 

ensure adaptive cybersecurity, allowing regular 

updates and structural modifications based on 

the evolving cyber landscape, safeguarding dro-

ne systems against emerging risks and trends. 
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